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Research Focus

Digital data dies an uncertain death. Delete a file today, and the content might be entirely
destroyed immediately, or not - residual fragments of a deleted file might be recoverable days,
months, even years after the file was deleted. My research focuses on two questions: (1) What
factors drive this decay, and can those factors be understood well enough to predict the decay
pattern of different files on different systems and under different circumstances, and (2) What can
we say about recovered fragments, such as inferring the past presence of the original file or
estimating when the file was deleted. In much the same way that an archaeologist pieces together
past events from shards of pottery, or a detective reconstructs a crime from partial fingerprints
and chemical traces, we enable investigators and analysts to draw conclusions from the
ubiquitous and often ignored digital crumbs and fragments left behind.

Current Projects

m With funding from the DHS, we are developing methods to quickly find partial files on digital
media and to associate different entities based on residual file fragments, even if the fragments
are not consistent across different media sources.

m With funding from the US Army P3i program, we are developing methods to extract digital data
from embedded systems and to identify malware and other indicators of compromise on those
systems based on recovered residual fragments.
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